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Problem definition

• Given a collection of data, where each instance is 
characterized by an attribute set X 

• Find a subset of instances whose characteristics 
are considerably different than the remainder of the 
data 

• also known as outlier, deviation, or novelty



Example
• Are all circled erroneous? 

• Is the green one just a 
small cluster? 

• If the red ones are noise, 
are some of the others 
also noise? 

• Assumption: There are 
always more normal than 
abnormal data points



applications
Instance Attribute set, x Anomaly Detection Task 

Credit card 
Transaction 

Item purchased, amount, location, 
time, credit limit, balance, etc 

Find fraudulent 
transactions 

Network traffic 
flow 

Source and destination IP 
addresses, port numbers, # bytes, 
etc 

Identify malware and other 
malicious traffic flows 

Spatial grid 
location 

Satellite measurements of 
vegetation cover for the location 

Detect ecosystem 
disturbances (wildfires, 
hurricanes, drought, etc) 

Component to 
be tested  

Sensor measurements  Fault detection in 
component 



two different approaches
• Classification approach: 

• output is binary: normal/anomaly 

• usually needs a threshold, if above -> anomaly 

• Ranking/Scoring approach: 

• output is continuous - values 

• output can be sorted, top k are considered 
anomaly



Schemes
• Build a normal profile 

• use normal to detect anomalies 

• three types of schemes: 

• Graphical 

• Distance-based 

• Model-based



Graphical Approach
• “plot the hell out of it, and judge” 

• Limit: 

• time consuming 

• subjective 

• can “induce” the desired result



another way of plotting

++

+
++ Outliers 

Outliers 



Convex Hull Peeling 
Approach

Convex Hull Peeling:
Nonparametric Multivariate Data Analysis Tools

Hyunsook Lee
Department of Statistics
The Pennsylvania State University
hlee@stat.psu.edu

Introduction
We introduce nonparametric methods for estimating data depths, detecting
outliers, and measuring the shape of multidimensional data distribution by
convex hull peeling (CHP). We exemplify CHP algorithms through simple
Monte Carlo simulation and SDSS DR4 Quasars.

Convex Hull Peeling Depth

How CHP works?

Definition
CHP Depth: For a point x 2 Rd and the data set X = {X1, ..., XN�1},
let C1 = ConvexHull{x, X} and denote a set of its vertices V1. We can
get Cj = Cj�1 � Vj�1 through CHP until x 2 Vj (j = 2, ...). Then,

CHPD(x) =
]([k

i=1Vi)
N for k s.t. k = minj{j : x 2 Vj} ; otherwise CHPD

is 0.
Note that pth quantile is equivalent to 1� pth depth for 100p percentile.

Convex Hull Peeling Median (CHPM)

CHPM is obtained by peeling data cloud until not more than d (dimension)
points left, which are averaged to obtain the median. As estimating loca-
tion is popular in statistics, many estimating methods exist but not many
for multivariate data because of the di�culties in estimating data structure
and the curse of dimensionality. We illustrate the di↵erence between sim-
ple coordinate-wise methods and CHPM by processing SDSS DR4 Quasars
(sample size of 59294 and 5 variables). Subscripts and superscripts next to
magnitude indicate maxima and minima, respectively to show the range of
each variable.

Color (u� g)7.18
�3.23 (g � r)8.88

�2.30 (r � i)2.87
�7.79 (i� z)3.13

�2.15 i25.16
14.81

CHPM 0.2730 0.1670 0.1970 0.0650 18.8895
Mean 0.4657 0.2469 0.1639 0.0997 18.91

Median 0.2500 0.1725 0.1520 0.0760 18.93

Density Estimation

Multivariate nonparametric quantiles can be estimated, which leads to con-
structing a multivariate density. A simple graphical example is given.
Here, sample of 106 is generated from bivariate standard normal distribu-
tion. We estimated {0.99, 0.95, 0.90, ..., 0.10, 0.05, 0.01}th quantiles and
constructed a density function. (We can imagine the contour of estimated
quantiles from higher dimensional data regardless of limited visualization.)
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Outlier Detection
Without assuming normal distribution, outlier detecting methods for mul-
tidimensional data rarely exist. Sunburst plot (Liu, 1999) and bag plot
(Rousseeuw, 1999) are a few nonparametric bivariate outlier detecting meth-
ods. We proposed outlier detection algorithms through CHP, overcoming
some restrictions of sunburst plot and bag plot. Even if our algorithms are
applicable for general multidimensional data, we exemplify algorithms with 2
dimensional data for the illustration purpose.

Volume Distortion

We expect that the volume of each convex hull from peeling reflects the
distributional characteristics. Therefore, without outliers, the sequence of
volumes from convex hulls varies smoothly. On the other hand, when outliers
exist, we can detect a significant change in volumes. That significant change
appears as GAP in the following plot. Two thousand points were drawn from
bivariate normal distribution and arbitrary 20 points were added to simulated
outliers, seen in plots of the 2nd column.
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Balloon Plot

Inspired by the Tukey’s box plot, we propose another outlier detection
method. In the box plot, for univariate data, outliers are defined when obser-
vations are located outside of (Q1� 1.5|Q1�Med|, Q3 + 1.5|Q3�Med|).
(For extreme outliers, 1.5 is replaced with 3.) Balloon Plot is obtained by
blowing .5th CHPD polyhedron by 1.5 times (lengthwise). Let V.5 be a set
of vertices of .5th CHPD hull. The balloon for outlier detection is

B1.5 = {yi : yi = xi + 1.5(xi � CHPM), xi 2 V.5}.

Outliers are the observations outside of this balloon. Even if high dimen-
sional balloon can be created, we illustrate the result with the same bivariate
samples in the previous example.
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Skewness
Visualizing multidimensional data to observed skewness is not simple. CHP
provides an mapping to show the skewness of multidimensional data distribu-
tion. Let xj,i be the ith vertex in Vj by jth peeling. We define the following
quantity

Rj =
maxi ||xj,i � CHPM ||�mini ||xj,i � CHPM ||

mini ||xj,i � CHPM ||

to display the degree of skewness of multivariate distribution. For symmetric
distributions, Rj will remain constant. For skewed distributions, Rj will show
some trend.
Size of 2000 standard bivariate normal sample and bivariate normal sample

with 0.5 correlation were generated to illustrate a pattern of constant Rj for
symmetric distributions. In the third column, X was generated from �2

10 and
Y was generated from normal distribution to simulate a skewed distribution.
As predicted, Rj in the third column shows a decreasing pattern.
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Applications to SDSS Quasars
We applied CHP to SDSS DR4 Quasars. An individual analysis of 59294
Quasars is nearly impossible and in addition, properties in 4 dimensional color
space are rarely known. CHP will reveal some characteristics of Quasars, dif-
ferent from stars.

Outliers?

We measure the volume of each hull from the peeling process with 4 color
magnitudes from SDSS DR4 Quasars. No gap is observed but the volume of
two outmost hulls is inconsistently large, which indicates that outliers are wide
spread in the color space instead of occupying a small corner of space. From
this fact, we conclude that the most of Quasars reside in a very small color
space around CHPM. Outlying Quasars, afar from CHPM, can be identified
by the balloon plot.
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Skewed?

By measuring Rj from Quasar color data, we find that Quasar data cloud is
not only skewed but has structure-varying distribution. As a stellar locus leads
to distinguishing Quasars from stars, building Quasar loci based on di↵erent
degrees of skewness will enhance identifying discovered Quasars candidates
as true Quasars.
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Discussion
Convex hull peeling enables to explore multivariate massive data without
assuming multivariate normal distribution and visualizing data. Especially,
visualizing high dimensional massive data is very challenging. We show that
CHP enables to estimate multivariate density, detect outliers, and investigate
the distribution structure of massive data sets.
Without picturing 4 dimensional data, we could understand the properties

of SDSS DR4 Quasars in color space by CHP. Most of Quasars occupy very
small color space with some outliers. Also, the distributional structure is
peculiar so that assuming normal distribution for the further scientific analy-
sis will mislead the characteristics of Quasars. We believe these application
results help studies in completeness and e�ciency of SDSS Quasar survey.
One drawback has to be reported. As the peeling process continues, less

sample remains so that large sample behavior disappears. This result can
be seen in plots as peculiar values from inner hulls. However, CHP pro-
vides more useful tools to investigate massive multivariate data of unknown
prior information and helps to avoid bias from projecting data onto 2 or 3
dimensions.
We intend to develop more algorithms with CHP, like measuring kurtosis

of multivariate data. Asymptotics of CHPD will follow to justify these CHP
algorithms.
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Introduction
We introduce nonparametric methods for estimating data depths, detecting
outliers, and measuring the shape of multidimensional data distribution by
convex hull peeling (CHP). We exemplify CHP algorithms through simple
Monte Carlo simulation and SDSS DR4 Quasars.

Convex Hull Peeling Depth

How CHP works?

Definition
CHP Depth: For a point x 2 Rd and the data set X = {X1, ..., XN�1},
let C1 = ConvexHull{x, X} and denote a set of its vertices V1. We can
get Cj = Cj�1 � Vj�1 through CHP until x 2 Vj (j = 2, ...). Then,

CHPD(x) =
]([k

i=1Vi)
N for k s.t. k = minj{j : x 2 Vj} ; otherwise CHPD

is 0.
Note that pth quantile is equivalent to 1� pth depth for 100p percentile.

Convex Hull Peeling Median (CHPM)

CHPM is obtained by peeling data cloud until not more than d (dimension)
points left, which are averaged to obtain the median. As estimating loca-
tion is popular in statistics, many estimating methods exist but not many
for multivariate data because of the di�culties in estimating data structure
and the curse of dimensionality. We illustrate the di↵erence between sim-
ple coordinate-wise methods and CHPM by processing SDSS DR4 Quasars
(sample size of 59294 and 5 variables). Subscripts and superscripts next to
magnitude indicate maxima and minima, respectively to show the range of
each variable.

Color (u� g)7.18
�3.23 (g � r)8.88

�2.30 (r � i)2.87
�7.79 (i� z)3.13

�2.15 i25.16
14.81

CHPM 0.2730 0.1670 0.1970 0.0650 18.8895
Mean 0.4657 0.2469 0.1639 0.0997 18.91

Median 0.2500 0.1725 0.1520 0.0760 18.93

Density Estimation

Multivariate nonparametric quantiles can be estimated, which leads to con-
structing a multivariate density. A simple graphical example is given.
Here, sample of 106 is generated from bivariate standard normal distribu-
tion. We estimated {0.99, 0.95, 0.90, ..., 0.10, 0.05, 0.01}th quantiles and
constructed a density function. (We can imagine the contour of estimated
quantiles from higher dimensional data regardless of limited visualization.)
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Outlier Detection
Without assuming normal distribution, outlier detecting methods for mul-
tidimensional data rarely exist. Sunburst plot (Liu, 1999) and bag plot
(Rousseeuw, 1999) are a few nonparametric bivariate outlier detecting meth-
ods. We proposed outlier detection algorithms through CHP, overcoming
some restrictions of sunburst plot and bag plot. Even if our algorithms are
applicable for general multidimensional data, we exemplify algorithms with 2
dimensional data for the illustration purpose.

Volume Distortion

We expect that the volume of each convex hull from peeling reflects the
distributional characteristics. Therefore, without outliers, the sequence of
volumes from convex hulls varies smoothly. On the other hand, when outliers
exist, we can detect a significant change in volumes. That significant change
appears as GAP in the following plot. Two thousand points were drawn from
bivariate normal distribution and arbitrary 20 points were added to simulated
outliers, seen in plots of the 2nd column.
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Balloon Plot

Inspired by the Tukey’s box plot, we propose another outlier detection
method. In the box plot, for univariate data, outliers are defined when obser-
vations are located outside of (Q1� 1.5|Q1�Med|, Q3 + 1.5|Q3�Med|).
(For extreme outliers, 1.5 is replaced with 3.) Balloon Plot is obtained by
blowing .5th CHPD polyhedron by 1.5 times (lengthwise). Let V.5 be a set
of vertices of .5th CHPD hull. The balloon for outlier detection is

B1.5 = {yi : yi = xi + 1.5(xi � CHPM), xi 2 V.5}.

Outliers are the observations outside of this balloon. Even if high dimen-
sional balloon can be created, we illustrate the result with the same bivariate
samples in the previous example.
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Skewness
Visualizing multidimensional data to observed skewness is not simple. CHP
provides an mapping to show the skewness of multidimensional data distribu-
tion. Let xj,i be the ith vertex in Vj by jth peeling. We define the following
quantity

Rj =
maxi ||xj,i � CHPM ||�mini ||xj,i � CHPM ||

mini ||xj,i � CHPM ||

to display the degree of skewness of multivariate distribution. For symmetric
distributions, Rj will remain constant. For skewed distributions, Rj will show
some trend.
Size of 2000 standard bivariate normal sample and bivariate normal sample

with 0.5 correlation were generated to illustrate a pattern of constant Rj for
symmetric distributions. In the third column, X was generated from �2

10 and
Y was generated from normal distribution to simulate a skewed distribution.
As predicted, Rj in the third column shows a decreasing pattern.
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Applications to SDSS Quasars
We applied CHP to SDSS DR4 Quasars. An individual analysis of 59294
Quasars is nearly impossible and in addition, properties in 4 dimensional color
space are rarely known. CHP will reveal some characteristics of Quasars, dif-
ferent from stars.

Outliers?

We measure the volume of each hull from the peeling process with 4 color
magnitudes from SDSS DR4 Quasars. No gap is observed but the volume of
two outmost hulls is inconsistently large, which indicates that outliers are wide
spread in the color space instead of occupying a small corner of space. From
this fact, we conclude that the most of Quasars reside in a very small color
space around CHPM. Outlying Quasars, afar from CHPM, can be identified
by the balloon plot.
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Skewed?

By measuring Rj from Quasar color data, we find that Quasar data cloud is
not only skewed but has structure-varying distribution. As a stellar locus leads
to distinguishing Quasars from stars, building Quasar loci based on di↵erent
degrees of skewness will enhance identifying discovered Quasars candidates
as true Quasars.
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Discussion
Convex hull peeling enables to explore multivariate massive data without
assuming multivariate normal distribution and visualizing data. Especially,
visualizing high dimensional massive data is very challenging. We show that
CHP enables to estimate multivariate density, detect outliers, and investigate
the distribution structure of massive data sets.
Without picturing 4 dimensional data, we could understand the properties

of SDSS DR4 Quasars in color space by CHP. Most of Quasars occupy very
small color space with some outliers. Also, the distributional structure is
peculiar so that assuming normal distribution for the further scientific analy-
sis will mislead the characteristics of Quasars. We believe these application
results help studies in completeness and e�ciency of SDSS Quasar survey.
One drawback has to be reported. As the peeling process continues, less

sample remains so that large sample behavior disappears. This result can
be seen in plots as peculiar values from inner hulls. However, CHP pro-
vides more useful tools to investigate massive multivariate data of unknown
prior information and helps to avoid bias from projecting data onto 2 or 3
dimensions.
We intend to develop more algorithms with CHP, like measuring kurtosis

of multivariate data. Asymptotics of CHPD will follow to justify these CHP
algorithms.
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Statistical Approaches
• Assign an outlier score to each data point: 

!

• Where µ is the mean and σ is the std
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Gaussian Mixture Model
• in principle similar to k-means 

• uses gaussians to characterize clusters
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Distance-based Approaches

• Nearest-neighbor 

• Density 

• Clustering



Nearest -Neighbor
• Compute the distance between all data point 

• define a threshold 

• what is the distribution of neighbors within that 
threshold 

• outliers are either having too few neighbors or 
deviate from that distribution significantly



Density Based
• For each point, compute the 

density of its local 
neighborhood 

• where Density is proportional 
to the inverse of distance to 
kith nearest neighbor 

• compute local outlier factor 
(LOF) = density of x / average 
density of x’s nearest neighbors 

• outliers are points with high LOF

  p2 
!    p1 

!  



Clustering Based
• cluster data in to groups 

• points in small clusters 
are candidates 

• compute distance 
between candidate and 
non candidate clusters 

• if candidate points 
are far from non 
candidate points -> 
outliers



Evaluation of anomaly 
detection

• + = anomaly - = normal
● +: anomaly, -: normal 

PREDICTED CLASS 

 
ACTUAL 
CLASS 

Class = + Class = - 

Class = + TP FN 

Class = - FP TN 

TNFP
FP

FNTP
TP

+
=

+
==

 rate alarm False

Anomalies True #
sPredictionCorrect #

 rateDetection 

TP: True Positive 
FN: False Negative 
FP: False Positive 
TN: True Negative 



Base Rate Fallacy Example
• example from Wiki: A group of policemen have 

breathalyzers displaying false drunkenness in 5% 
of the cases tested. However, the breathalyzers 
never fail to detect a truly drunk person. 1/1000 of 
drivers are driving drunk. Suppose the policemen 
then stop a driver at random, and force them to 
take a breathalyzer test. It indicates that he or she 
is drunk. We assume you don't know anything else 
about him or her. How high is the probability he or 
she really is drunk?



Bayes’ theorem

prob. of actually drunk 
given that breathalyzer shows D

p(drunk) = 0.001 
p(sober) = 0.999  
p(D|drunk) = 1.00  
p(D|sober) = 0.05

p(D)=1.00*0.001+0.05*0.999 = 0.05095




